softico | Bitdefender.

Cy4YaCcHUU 3aXUCT 3
IHHOBaLUiMHNMW
TexHonorisasMu Bin
Bitdefender

bitdefender.ua

softico.ua



AUTHORIZED DISTRIBUTOR status

SOFTICO Mae€ 3acnyXeHum ctatyc napTtHepa Bitdefender
aKk AUTHORIZED DISTRIBUTOR.

Hawa KkoMnaHia npautoe 3 Bitdefender 3 2018 poky,
HagauYM HaMKpaLlli pilLeHHSA Ona Kibepbe3neKku KieHTaMm.
Haw pgocBif i 3HaHHSA 003BONAOTb HAM ePEeKTUBHO

BN pOBaaXXyBaTK Ta NiATPpUMyBaTM NpoaykKtTu Bitdefender
ONa 0oCArHeHHa 6yab-aKnx 6isHec-Linewn.

KomnaHisa Bitdefender 6yna 3acHoBaHa B 2001 poui, B PymMmyHii
(MicTo ByxapecT), Ae " Ha CbOrogHILHIN AeHb 3HaxXoaUTbCA
LITab KBapTUpa Ta ronoBHMM odic. Bitdefender 3 nepwiunx
POKIB MOYaB aKTUBHO PO3LLNPIOBATUCA HA MiXXHAPOAHI
pUHKK. CborogHi — Bitdefender BxoguTtb 0o TonoBux
BUPOOHUKIB Kibep3axmnucTty y cBiTi, Mae 1600+ cniBpobiTHUKIB,
noHan 440 naTeHTiB y chepi Kibepbe3sneku.
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YHiKanbHiI TexHonorii Bitdefender:

B-HAVE (Behavioral Heuristic Analyzer in Virtual
Environments)

LLe BJTaCHa TEXHOJOriA NPOaKTUBHOIO BUABIEHHS
3arpos, gKa 3anycKac Nigo3pinvm Kog, y BipTyanbHOMY
cepepoBuLli (sandbox) Ta aHani3ye NoBeaiHKy, LWe 0o
3apaXKeHHS CUCTEMMUY;

Machine Learning & Al Threat Detection

Bitdefender ogHMM i3 NepLIMX No4YaB 3aCTOCOBYBaTU
LUTYYHUWM IHTENEKT | MallMHHE HaBYaHHA N4
BUABIEHHA HOBMX BMAIB LWKIOQSIMBUX Nporpam
(QnropuUTMKM NOCTIMHO HaBYaOTbCA Ha MiNibapaax
3pa3KiB i3 rnobanbHOi MepeXi), DaHa TexHosoriqa
BUKOPUCTOBYETbLCA LLe 3 2008 pokKy;

Photon™ Technology

«pPO3yMHa onTMMi3aLia» — aganTye poboTy aHTUBIpyca
00 KOHKPETHOIro MPUCTPOIO, LWLO6 MiHIMi3yBaTH
BUKOPUCTAaHHA pecypcCiB (KOpUCTyBadi He BigdyBatoTb
YMNOBINTbHEHHSA CUCTEMM);

Bitdefender.

Advanced Threat Control (ATC)

TEXHOJIOria aHanily NoBeniHKM NPOoLECIB Y peXxmMi
peanbHOro 4yacy, 6n1oKye Nigo3pifly akTMBHICTb HaBIiTb
6e3 HagBHOI CUrHaTypWu;

Network Threat Prevention

BUABSIAE | BNNOKYE CNpobu eKCrIoMTIB, MepeXXeBi
aTaku, brute-force, ckaHyBaHHA MOPTIB Ta iHWI MeToaAU
3710My;

Ransomware Remediation

YHiKanbHa PyHKLISA, AKa aBTOMAaTUYHO BiIAHOBIIOE
3awmndpoBaHi dannum nicng ataku wkignueoro MN3-
BMMaraua

Anti-Exploit Ta Memory Protection
3aXMLLAE Bif aTaK Ha PiBHI NaM’'aTi Ta HyNbOBMX OHIB
(zero-day), we 0o BMMNyCKYy NaTyiB BUPOOHUKOM.
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Jlinep B ranysi Kibepb6esneku
HE3SMIHHO BUNCOKA E®PEKTUBHICTb BE3IMNMEKWU

WAVE a
LEADER 202:

Bitdefender named a Leader in The Forrester
Wave: Endpoint Security6 Q4 2023

First in AV-Comparatives enterprise tests,
far more than any vendor

AV

ADVANCED+ H Ighest Overall
Performer in AV-
Comparatives Endpoint
Prevention& Response
Report

AV-Comparatives
2023

Highest level of detection for all major
steps in 2023 MITRE Engenuity ATT&CK
Enterprise Evaluations

HocaArHeHHda Ta

BM3HaHHSA B iHOYCTPIi

FORRESTER

Bitdefender recognized as
Notable Vendor in the New
Forrester Landscape for
MDR6 Q1 2023

Named Among Notable Vendors
Managed Detection And
Response Services Landscape In
Europe, Q32023

Named a Leadqr inThe .
Forrester Wave™: Endpoint
Security, Q4 2023

A strong Performer in The
Forrester Wave'™: Extended
Detection And Response
Platforms, Q22024

Gartner

Named a Representative Vendor
for the second consecutive time
in the 2023 Gartner® Market
Guide for Managed Detection &
Response Services.

Recognized as a Visionary in 2023
Gartner Magic Quadrant tor
Endpoint Protection Platforms.

V’/Gartner ‘\\\
PeerInsights
Customers’ |
Choice 2023 /

s

Named a Customers' Choice

for EMEA in the 2023 Gartner Peer
Insights™ for Voice of the Customer
for Endpoint Protection Platforms

Recognizedas a Visionary in
the 2023 Gartner Magic Quadrant™
for Endpoint Protection Platforms.

Named a 2023 Gartner Peer Insights
Customers’ Choice for Endpoint
Protection Platforms in EMEA

Named a Customers’ Choice

for EMEA in the 2024 Gartner Peer
Insights™ for Voice of the Customer
for Endpoint Protection Platforms

=IDC

A Leader in the IDC MarketScape:
Worldwide Modern Endpoint
Security for Small Bussiness 2024
Vendor Assessment
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Bitdefender GravityZone Packages

GRAVITYZONE DEFENSE XDR

GRAVITYZONE BUSINESS SECURITY ENTERPRISE

| GRAVITYZONE BUSINESS SECURITY PREMIUM
GRAVITYZONE BUSINESS SECURITY !
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GRAVITYZONE PLATFORM
ENDPOINT | CLOUD | NETWORK | MOBILE | IDENTITY | PRODUCTIVITY | IOT DEVICES
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Bitdefender GravityZone Business Security
BEA30OBUU 3AXUCT O/19 MAJTOTIO TA CEPEOHbOTIO BIBHECY
Gravityzone Business Security — ue noTy)>XHe pilleHHs Osd9 Masioro Ta cepegHboro 6isHecy, gke

MOEAHYE NepenoBi TEXHONOrIiT 3aXUCTY POB6OUYMX CTaHLUIM Ta cepBepiB, 3pPYYHICTb ynpaBiHHS i3 €AUHOI
KOHCO/i, BUCOKY MPOAYKTUBHICTb Ta MPUMNHATHY LLIHY

BnoKyBaHHS WKIANMBUX
cauTiB

3axucT Big,
6e3dannoBumx aTak

JlokanbHe abo xMapHe
pPO3ropTaHHS

PilueHHa nobynoBaHe
Ha 6a3i MalUMHHOIro
HaBYaHHS

KoHTponb NpuUcTpoiB
Ta goaaTtkie

3axucT Bia
nporpamM-BMMaradvis

Po3wmpeHunm

AHTUEKCMAONT B6ynoBaHum firewall

3axucCT Big Be6-3arpos

ABTOMaTUYHa ge3iHdeKLuiqa
Ta BUOANEHHA

3axUCT Big MepeXkeBUx
aTak

bitdefender.ua softico.ua
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Bitdefender GravityZone Business Security Premium
KOMMMEKCHUWM IHCTPYMEHT O/19 3AXUCTY, AHANITUKUN TA 3AMNOBIFTAHHA 3ATPO3

Gravityzone Business Security Premium — ue KOMMJIeKCHe pilleHHa aNnga 3aXMUCcTy poboumnx CcTaHLin,
cepBepiB Ta KOPMOPATUBHOI e1eKTPOHHOI nowTn Exchange. BoHo noeaHye 6aratopiBHEBUI 3aXUCT,
aHani3 aTtak, ynpasniHHA pU3nKaMmn Ta LEeHTpanizoBaHy KOHCO/b, CTBOPOOUYM Be3neyvyHe cepenoBuLLe
6e3 3aMBoi CKNagHOCTI.

Bkntodae B cebe Bci pyHKUii Bitdefender Gravityzone Business Security, a TaKo)X po3LLMNpPEeHUM Habip
IHCTPYMEHTIB 0719 3aXUCTY:

3axumUCT KOpropaTUBHOI
nowTu Exchange
PO3ropTaHHI.
Sandbox analyzer — 3anyckae Hyper-detect - yHikanbHa
3arposy y 6esneyHomy TexHonorig, nobygoBaHa Ha 6a3i

Ha1awTyBaHHA MalLUHHOIO

KoHTponb popatkis (6innmn Bisyanisauiqa iHUMaeHTiB
CMMCOK) MPU NOKaJIbHOMY

Root cause analysis -
003BONAE BUABUTU
npo6nemu, 3aBOaKM

Cepeu,osmu.l,i, TMM CaMUM

003BOMA€E NpoaHanisyBaTH ii Ta HaBYaHH4, 0O3BONAE 6/1O0KYBaTU BUAB/IEHHIO
3a6n1oKkyBaTK, abo NnepeHecTn Ao aTaku e Ha cTafii nepLonpuymH
CMNUCKY 0O3BOJIEHUX rnonepeaHboro 3aryckKy BUHUKHEHHSA 3arposm

nporpam/dannis;
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Bitdefender GravityZone Business Security Enterprise
SAXNCT HOBOI'O NOKOJTIHHA 3 TEXHOJT1OTIEKO EDR

Gravityzone Business Security Enterprise — KoprnopaTuBHe pilleHHS 3 6aratopiBHEBUM 3aXUCTOM
poboumnx cTaHLuin, cepBepiB i xMap, EDR-aHanizoM aTtak, ynpaBniiHHAM p1U3nKaMuM Ta LLeHTpanisoBaHoo

KOHCcoN/0. 3abe3neyye edpeKTUBHY NPodiNaKTUKY i LUBUOKE pearyBaHHS Ha CKJTagHi 3arposmu.
MicTuTb B cobi Bci KoMnoHeHTU Bitdefender Gravityzone Business Security Premium, a Tako»:

SAXNCT EDR (endpoint detection and response) - BUABNEHHA Ta pearyBaHHS Ha KiHLEBUX TOYKaX.
TouHe BMABNEHHA Ta PO3yMHa peaKLU,if MiHIMI3yE pO3MNOBCIOAXXEHHSA 3arpo3n Ta 3aKpMUBa€E BPa3/INBOCTI
B 3aXUCTI. IHTerpoBaHi KOMMNOHEHTU edr:

PeecTpatop noain — oTpuMye Ta 36epirae BnokyBaHHA Ta MepeXkeBa isonauia —
Q iHpopMaUito Npo aii B cucrteMi: obpobka Q 003BONSE 0OMEeXyBaTU O4OCTYyN Bpa3fINBOI
dannis, NpoueciB, BCTAaHOBIEHHA Mporpam. KiHLEBOI TOYKM 00 Mepexi O19 ooOMexXeHH4
3arposmu.
AHaniTnka 3arpos — aHani3s Ha OCHOBI OaHUX JopaTtkoBun dyHKLUIOHanN onsa sigoiny
Q peecTpaTopa Noain, CTBOPEHHS MPIOPUTETHOIO 0 6e3neKu (aHani3 3arpo3 Ha OCHOBI Mitre
CMUCKY IHUMOEHTIB N po3cnigyBaHHA. event tagging)
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Tabnuua 3 NopiBHAHHAM pefakKLLin
SAXNCT HOBOI'O NOKOJTIHHA 3 TEXHOJ1OTIEKO EDR

Business Security

Business Security Premium

Business Security Enterprise

PREVENTION & PROTECTION CAPABILITIES I e ——

Endpoint Risk Analytics

Web Threat Protection

Device Control

Application Control (Black-listing)
Application Control (Whitelis-ting)
Firewall for Windows Endpoints
Local and Cloud Machine Learning
Exploit Defense

Automatic Disinfection and Removal
Network Attack Defense

Process Protection

Ransomware Mitigation

Fileless Attack Defense
HyperDetect (Tunable Machine Learning)
Sandbox Analysis

Attack Forensics

V cloud only
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V cloud only
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V cloud only
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V on-premise only
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ENDPOINT DETECTION AND RESPONSE CAPABILITIES
Cross-endpoint correlation

Anomaly Defense

Endpoint Incident Visualization

Live and Historical Search

MITRE Event Tagging (TTPs)

Response recommendations

Endpoint response

EXTENDED DETECTION AND RESPONSE CAPABILITIES

V (limited)

S < < << <<

Cross-source event correlation
Organization-level incident visualization
Incident Advisor

Cross-organization response

+ Requires XDR (cloud only)
+ Requires XDR (cloud only)
+ Requires XDR (cloud only)
+ Reqguires XDR (cloud only)
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Bitdefender GravityZone Business Defense XDR

€ONHA XDR-MNNMATOOPMA, WO OB'eAHY€E 3AXUCT MEPEXXI, IDEHTUYHOCTI TA
KIHLUEBWMX TOYOK 019 MPOTUNOII BATATOBEKTOPHUM ATAKAM.

Gravityzone Business Defense XDR — Le eguHe pilueHHS A9 3aXUCTy Bif 3arpos, ke noegHye
nepenoBy NPoPiNaKTUKY KiHLEBUX TOYOK 3 PO3LLUMPEHUM BUABIEHHAM | pearyBaHHaM (EDR +

XDR sensors). BoHo 3a6e3neuye rmnboke oxXonjeHHs BCiX BEKTOPIB aTaK — Bif, KiHLEBUX TOYOK A0
MepeX, iIIeHTUYHOCTEM Ta XMAapHUX cepBiciB. 3aBOAKM aBTOMaTUUHIM Kopenayii noain, Bisyanisauii
NaHulora aTtak Ta iIHTErpoBaHOMY YMPaBNiHHIO PU3NKAMMU, PiLLEHHSA 003BOMFE WBUOKO BUABNATU Ta
HeWTpPanisyBaTU CKaaHI 3arpo3un, 3HMXYUYM HaBaHTaXXEeHHSA Ha aHaNITUKIB | NiABULLYIOYN
ePEeKTUBHICTb pearyBaHH4.

MicTnTb B cobi Bci KoMnoHeHTU Bitdefender Gravityzone Business Security Enterprise, a Takox:

Binbw BUrigHNN Y
MOPIBHAHHI 3 OKpeMOIo
MOKYMKOK CEHCOpPIB

crnpoLlleHe KoMepLinHe
MPONOHYBaHHA

JTiLeH3yeTbcqa 33 Po3pobneHun ans Bknioyvyae XDR-ceHcopu
KiJTbKICTIO KiHUEBUX NpPoTUAII Cy4yaCHUM ana Mepexi, ineHTUYHOCTI
TOYOK 6araToBeKTOPHMM aTakKaMm Ta NPOAYKTUBHOCTI

OOWuH NiLEeH3IMHUM Ko, Q HacTynHWit piBeHb

nicna BSE

bitdefender.ua softico.ua



Bitdefender GravityZone Business Defense XDR

Bknoyae XDR-ceHcopU
ana Mepexi, ineHTUYHOCTI
Ta NPOAYKTUBHOCTI

Consolidate security operations,
automatically correlate and promptly

p03 p06n SeHNK AN respond to extended incidents
npoTuaii cydacHuUM
6a NMATOBEKTOPHUMM aTaKaM

NEW Defense
XDR
atesassmanatreaananananns ¥ EPP+EDR+XDR

Uncover stealthy endpoint
attacks and stop breaches

H aCTyrMnH” i P iBEHb before they cause damage
nicna BSE

Block most ransomware,
H phishing, exploits, fileless
ﬂ.l Le I-.I3y€Tb.C A 34 attacks automatically
KINTbKICTHO KIHLEBUX

TOYOK

Binbw BUrigHUN y
MOPIBHAHHI 3 OKpeMoto
MOKYMKOK CEHCOpPIB

OOVH NiLeH3IMHMN KoY,
CrpoLlleHe KoMepLinHe
MPOMNOHYBaHHA

bitdefender.ua

Business Security
Premium

Endpoint, Prevention
and Protection (EPP)

Patch Mgt | Encryption | PHASR | Compliance | EASM
Email Security | Mobile Security | Cloud Security | CSPM+ |
Advisory Services | Pen Testing, Red Teaming

Optional Add-ons

GravityZone Platform

softico.ua




Bitdefender.

Bitdefender

GravityZone XDR

SOFtico

Network Sensor - MepexeBu1n cCeHCop O/19 BUABNEHHSA
MPUXOBAHMX aTaK Yy peasibHOMY 4aci, HeobXxigHUM ans
MOHITOPUHIY MepeXXeBoro Tpadiky, oornoMarae WwBmngKo
BUABNATU Ta 6/TOKYyBaTU NPUXOBaHI 3arposu.

Productivity Sensor 36npae nogii 3 Office 365 Ta Google
Workspace. 3abe3neyye Npo30opicTb poboUnx NpoLeciB Ta
JoromMara€ BUaBnaTU aHoOMarii y BUKOPUCTaHHI AOOaTKIB |

pecypciB.

Identity Sensors 36upae nogii 3 Active Directory, Microsoft
Entra ID Ta Microsoft Intune. MoHiTOpUTb aBTeHTUPIKaLLitO
Ta Aii KOpUCTyBadiB y JOMEHaX | XMapHUX cepBicax, BUABNAE
aHoManii y Bxogax, NiaBuULLEHMX NpaBax Ta Nigo3pinux giax.

Cloud Sensors - ceHcop o719 KOHTPOJIO Ta BUABMEHHSA
3arpo3 y XMapHux cepegoBuulax: Amazon Web Services
(AWS), Microsoft Azure and Google Cloud Platform (GCP).

Sensor for Business Applications - BiacTexxye nogii y
KoprnopaTuBHuMx cucrtemax (CRM, ERP, nowTa ToLLo),
KOpentoe ix i3 QaHMMU IHLLUMNX CEHCOpPIB Ta gornoMarae
LLIBUOKO BUSABNATU KOMMNPOMETAL0 UM BHYTPILUHI 3arposu.




Bitdefender.

Bitdefender GrawtyZone Compliance Manager -
aBTOMATU30BaHMWN KOHTPONb BI,EI,I'IOBI,EI,HOCTI CTaHAapTaM Ta
perynauiaM. 3abesneuyye nepeBipKy Ta 3BiTHICTb Mo GDPR,
ISO, PCI-DSS Ta iHWMX CTaHaapTax, 3HUXXYE PU3SUKMU
HeBIgNOBIQHOCTI.

Bitdefender GravityZone External Attack Surface Management
(EASM) - noBHa BUOUMICTb 30BHILWHIX IT-aKTUBIB Ta KOHTPO/SIb
3a BpasnnBocTaMn. Buasnse TiHboBI IT-pecypcK, BiAKPUTI
MOpPTWU, HEMPAaBUIbHI KOHpIrypaLii Ta 3BMeHLUYyE PU3UK
30BHILUHIX aTakK.

. Bitdefender
Bitdefender GravityZone PHASR - aBTOMaTU4YHWM aHani3 Ta "
npiopuTesauiqa 3arpos Ans WBMALLIOro pearyBaHHS. P[—IASR G raVItyZO ne

KOPESTIOE CUMHAMM 3 Pi3HUX IKepPes, OLIHIOE KPUTUYHICTb
iIHUMAOEHTIB | JonoMarae cdoKycyBaTUCHA Ha HambinbLu DD O
Hebe3MNeuyHMnxX aTakKax. A = N

Bitdefender GravityZone Security for Containers -

3aXUCT KOHTEMHepUM30BaHUX cepenoBuLL i DevOps-npouecis.
IHTerpyeTbcsa 3 Kubernetes Ta iHWIMMK nnatpopmMamuy,
3abe3nevye cKaHyBaHHSA 06pasiB i 3aXMUCT y runtime.

Bitdefender GravityZone Security for Email - 3axucT Big,
PilLMHIY, cnaMy Ta LiNTbOBUX aTaK Yepes eNeKTPOHHY MOoLUTY.
BukopucToBye 6aratopiBHeBY ¢dinbTpaLito, MalLMHHE
HaBYaHHA Ta aHTUCNaM-MexaHi3MK ona 610KyBaHHSA 3arpos.

/ SOFtico




Bitdefender.

Bitdefender

GravityZone
ADD-ON

SOFtico

Bitdefender GravityZone Patch Management - kepyBaHHd
OHOBJIEHHAMM Ta NaT4yaMU. Ynpasndae natdamm gnsa OC i
CTOPOHHIX 0OAaTKIB, MiHIMI3YyE PU3NKMN €KCMTOUTIB.

Bitdefender GravityZone Security for Mobile - 3axXuUCT
MOGINbHUX NPUCTPOIB Bif, LUKIOIMBUX NporpaM Ta
BUTOKY AQHUX.

Bitdefender GravityZone Full Disk Encryption - 3axXucT
KOH®IOAEHUIMHUX OaHUX 3aBOAKM MOBHOMY LUNPPYBaHHIO
anckiB. Bukopuctosye BitLocker Ta FileVault gnga
LLeHTPaNi30BaHOro ynpaBniHHA WWMdpPYyBaHHAM.

Bitdefender GravityZone Security for Storage -

3axXmCT panIOBMUX CXOBULL, Bif, BipyCiB Ta 3arpo3 y peasibHOMy
yaci. IHTerpyetbca 3 NAS, pannoBmMm cepsepamMm Ta
BipTya/lbHUMMUM CXOBULLAMU A1 CKAHYBaHHA OaHUX.

Bitdefender Integrity Monitoring -

MOCTIMHWI KOHTPOIb 3MiH Y KPUTUYHUX CUCTEMHUX dariax
Ta KoHirypauiax. Buasnae HecaHKuUioHoBaHi 3MiHM B OC,
DOOATKaX | peecTpi, LLO MOXKYTb CBIAUYUNTM NPO aTakKy.




Hawi knieHTwv:

AH“ AKOD ¥ BAHK ALBIB

LEPXABHA AYAUTOPCHKA
CNYXBA YKPAIHU

EMxn [ xosamcexa
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ZAPOROZHTRANSFORMATOR ‘.--

SOFTICO Mae po3wmnpeHni noptdenb
KMNIEHTIB, cepen AKMX NPoBIOHI
YKPAIHCbKI KOMMaHIi 3 PI3HUX ranysen.
Hawi nocnyru 3 kibepbesneku Ta
napTHepcTBO 3 Bitdefender HapatoTb
HaOiMHWUM 3aXUCT A Bi3Hecy KIIEHTIB.
Halwi napTHepPCbKi BIOHOCUHM i3
KINIEHTAMU FPYHTYOTbCSA Ha OO0BIPI,
npodecioHaniaMi Ta iIHOMBIOYabHOMY
Niaxoni 0o KOXXHOro MpoOEKTY.



TexHIYHa NiaTPUMKa O/19 KOPUCTYBaudiB

BupilleHHS npo6nemMu y
6yaAb-9KuM cnocio6:

support@bitdefender.ua
0 800 35 7191

~

Bitdefender.

Bitdefender rapaHTy€e noBHY
NOKaNbHY TEXHIYHY
NiATPUMKY KOPUCTYBauiB.

MOXXMUMBICTb BigganeHoro
NiOKNOYEHHA ON9 BUPILLEHHS
npo6/1eMmn 3aMOBHUKA.

SOFtico




softico | Bitdefender.

HaKyemol

He copomMTech 3BepTaTnCA 0 Hac 3 OyOb-aKUMU
MUTAHHAMMU, KOMEHTapPaMM abo 3anutTamMmn. Mum 3aBXKau
BIOKPWTI OO cniBrpali Ta roToBi HagaTV BaM O00OOaTKOBY
iHpopMaLLito abo KoHcyNbTalii

Email:
support@bitdefender.ua
orders@bitdefender.ua

Phone: ! :
O 800 35 71 9] bitdefender.ua  Telegram
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