N3BJIEYEHNE
AAHRDIX
ABTOMOBW/IA

BERLA


user
Прямоугольник

akv
Маршруты

akv
События Автомобиля

akv
Гео Данные

akv
Подключенные

Устройства

akv
Медиа

akv
Данные

Автомобиля


OAHHBIE ABTOMOBTNIA MOT'YT CTATb KNKOYEBBIMW AOKASATE/IbCTBAMU

@9

ExxegHeBHble LWaBMOHbI MapuwpyTe! MHTepecytowme noam

BBBBB

Onpe,qeneHHble nokauun YHuKanbHble naeHTUduKaTopbl

Llenoykn cobbiTnin YpoBeHb BOBEYEHHOCTU

mmmmmmm

XpoHororus gencTenm CBA3n mexay nioabmm



akv
Медиа

akv
Контакты

akv
Звонки

akv
Маршруты

akv
Направления

akv
Лог Передвижений

akv
Скорость

akv
Зажигание

akv
Трансмиссия

akv
Двери

akv
Освещенеие

akv
Гео Данные

akv
Подключенные 

Устройства

akv
События Автомобиля

akv
Связи между людьми

akv
Уровень вовлеченности

akv
Уникальные идентификаторы

akv
Интересующие люди

akv
Ежедневные шаблоны

akv
Определенные локации

akv
Цепочки событий

akv
Хронология действий


MCTOYHWKIN JAHHBIX

HouHoe MOHUTOPUHT PE‘::J&?(TSP Cucrema
OcaelleHne OnoBeLueHnin
. BO,CLI/II:II:leJ'IFI CobbITnsX Moaasnexus Cucrema MynbTumeaua
Lllyma B CanoHe  ynapenenus Cucrema
ABTO3aTMeEHME
YnpasneHue Crexon CarnoHom
CTeKnoouncTUTenamm naeHbIN
Oucnnein Peructpatop YnpasneHue
Asapuii VICBeLueHM onocosoe MuTtannem
HTepeepa /- ynpasnenue DSRC
Koppekuus
MoayLukm KoHTponb MpuGopHIit I'IF:)ri'locu
WUTOK
BesonacHoctn  ABuratens KoHTponb Ly [BwxeHns
Bepen
Reep Cucrema
ABTOMaTUYECKOro
NepepHee Baumanus Mnatbl
OcsellieHne
\ 3 MoBOPOTHUKM
Kpyus Aﬁ). -
KoHTponb

PR,
ABTO

TopmoxeHue /

Hasurauus

\ LLlymonoaasnexHne

Yeunutens HoseCKM
Pyns
Y. MonBecka
OBDII KoHTporns ACHTM6n0K
Ynpasnenue o TpaHcmuccus Crabunu- verema MpoTuBoOTKaTHAS
[poccenbHoit nerema 3aumm Cuctema
o Cron\Ctapt
3acCIIOHKOMU KoHTponb YpaaneHHsbi
o - [Hoctyn
3nt|3<KTp0HHb|M BuGpauuit Bea MonoxeHnwue | PekynepatueHoe
nanaH Knioua Kpecen MapKTpoHMK TopMoxeHe
[asopacnpepenexus o Mpepynpexaexve KoHTponb
KoHTpons Kowtpors | © ﬁbleap,e c Monpepxaxue 'an%;'_leeHC”“
'mapasnuku Cnenoit onocel Kypcosoii
3oHb! [BwxeHus YcTonumBocTu

T~_ Cucrema BesonacHocTn


akv
Ночное

Освещение

akv
Контроль

Двигателя

akv
Контроль

Дверей

akv
Управление

Питанием

akv
Поворотники

akv
Навигация

akv
Система Безопасности

akv
Авто Торможение

akv
Усилитель

Руля

akv
Переднее Освещение

akv
Круиз 

Контроль

akv
Подушки  Безопасности

akv
DSRC

akv
Мультимедиа Система

akv
Голосовое

Управление

akv
Освещение Интерьера

akv
Парктроник

akv
Контроль

Давления

Колес

akv
Система

Стоп\Старт

akv
OBDII

akv
Трансмиссия

akv
Положение Кресел

akv
Контроль Вибраций

akv
Управление Стеклоочистителями

akv
Система Подавления Шума в Салоне

akv
Система

Упарвления

Салоном

akv
Автозатмение

Стекол

akv
Главный

Дисплей

akv
Управление Дроссельной

заслонкой

akv
Электронный 

Клапан Газораспределения

akv
Удаленный Доступ 

Без 

Ключа

akv
Приборный

Щиток

akv
Регистратор Аварий

akv
Мониторинг Оповещений Водителя

akv
Регистратор Данных о Событиях

akv
Коррекция Полосы Движения

akv
Система Автоматического Взимания Платы

akv
Шумоподавление Повески

akv
Подвеска

akv
Противооткатная Система

akv
Рекуперативное Торможение 

akv
Антиблок

Система

akv
Контроль Стабили-

зации

akv
Контроль 

Слепой 

Зоны

akv
Контроль

Гидравлики

akv
Предупреждение 

о Выезде с 

Полосы

Движения

akv
Поддержание

Курсовой Устойчивости


HNAHHDBIE BPEJIKA KJ/TKOYA

o BMW 1 Audi XpaHsT 60/blLEe BCEX OCTaNIbHbIX
MN0/1b30BaTeNbCKNX AaHHbIX B Bpenkax

XpaHumasi nHpopmaums: bpeHa
aBTomMobuns, Tun TpaHcnoHAaepa,
cemenctBo HITAG, aeHTudukarop Knwoua,
Tun Knoya, Homep Knoya, Tvn
nMmobunansepa, AUctaHUMOHHAsA YacToTa,
VIN, Ctaryc kntoya, lNpober aBTomobuns,
Kpuntokntou, MocnegHuii pa3 B
aBTOMOOWNE, YPOBEHb TOM/MBA,
Temneparypa ox/1axaaroLLemn XXNaKoCTu,
Temnepartypa Hapy>XHOro Bo3ayxa,
BonbTaXk akkymynaTopa, LiBeT Ky3oBa, LiBeT

CaJI0OHa

Key Info

Brand:
Transponder:

HITAG Family:

ID:

Key type:
Immo type:
Remote:
VIN(1):
VIN(2):
Status:
Mileage:
CryptoKey:
Data update:

Fuoel in tank:

BMW

PCF 7953P
HITAG-Pro
1BE13C34

Keyless go
Unknown (ERROR)
433MHz
SUXKROCS53FOK54895
SUXKROC53F0OK54895
Learned

33519

Customer (Locked)
6:9 18-10-2016
40L

>

m




METO/pb!

MEANA

Wcnonb3osaHne USB-kabensa
4N NOAKMIOYEHUA K O4HOMY U3
USB-NopToB B LeHTpasibHOW
KOMniekTauum aBToMo6uns

ANATHOCTUKA

NopknoyveHue K
AVarHoCcTMyeckomy nopry,
KOTOPbIV pacnosioxeH nog,

PY/1€BOWA KOSTOHKOW Un pSiaoM
CO CTOPOHbI BOAUTENS Ha

NpVOOpPHOI NaHenu

°\&’.-zj

%;'P*’
5%

NPAMOW

i3BneyeHue LeNeBoii
cucTembl, pa3bop ee Ao
YPOBHS NAathl U NOAKIOYMNTE
Henocpe/iICTBEHHO K HE.



TTMbl MHPOPMALINI

[loaKno4YEeHHbIe
YcTponcTea

OnpegeneHne yCTPOWCTB, KOTOPbIE
Ob1/1M NOAK/THOUEHDbI K TPAHCMOPTHOMY
cpeactsy yepes Wi-Fi, Bluetooth n /
nnn USB, v BCce faHHble, CBA3aHHbIe
C 3TUMW yCTpONCTBaMu

Q

SN

['eo
[aHHble

BoccTaHoB/eHME AaHHbIX O
MEeCTOMO/IOKEHUM 1 HABUrALMOHHOIA
MHDOPMaLLMK, TaKoW Kak XXypHasibl,

COXpaHeHHbIe MECTOMOMOXEHNS,
aKTMBHbIE MapLUPYTbI 1 NpeablayLine
MYHKTbl HA3HAYEHUS

CobbITuSA
ABTOMOOWNNA

MpoCcMOTpP COObITUIA, CBA3AHHbIX C
TPAHCMOPTHbLIM CPELCTBOM, TakMX Kak
OTKpbITUE / 3aKpbITUE ABEepen,
BK/IOYEHWE / BbIK/IOYEHNE
OCBeLLeHWS, MECTOMNOJIOKEHUS U

OTMETOK BpeMeEHN



Bluetooth
[loaKNr4YeHns

e BT MAC agpeca

e Bpems noaknyeHns

 TeneoHHbIi HOMep
YCTPOMNCTBA

e Tun TenegoHa

e OC TenedoHa

2 iVe - Infotainment & Vehicle System Forensics

File View Tools

2018 Example

. Applications
Content Connections
Devices (6)
<UNKNOWN?>, SanDisk
Franks iphone

Franks iphone

Mobile_Device _1_BT

Unwired Technology

Unwired Technology
Events (3749)

Media (3)

Device (371)

System Information (12)

Door (361)

Driver Distraction Preventior

Gear Shift (837)

Seat Belt (324)

Power (104)

Odometer (894)

Valet Mode (104)

Reboot (1)

Wheel Traction (2)

Hard Acceleration (7)

Hard Braking (4)

Naviaation

Flags Device Name Device Type(int)

Franks iphone
Key
msid
btdeviceid
fs_type
swversion
model
vendorid
productid
device_id
device_version
mountpath
db_filename
db_loaded
attached
active_onshutdown
indexed
remote
SupportedProfiles
BRSF value avilable
CHLD capabilites = Three way calling Enabled
Phonebook Download Support
Service Supported
subscriberNum
networkName
deviceSoftwareVersion
Class Of Device

e Ben LeMere

Device Type  Unique Number  Unique Number Type  Manufacturer Model

1C5CF217D2F8  Bluetooth Address "Apple Inc.”, MAC-> Apple iPhone8,1

Value

AZDP

0x004¢
0x6f02

o o o oo

HFP 0.0, PBAP 0.0, A2DP 0.0, AVRCP 1.4, MAP 0.0

PBAPIn-BandRinging supported
3591

3037755680

VrznWris

Version 10.2.1 (Build 14D27)
0x0c:02:7a

InterfaceType

Bluetooth Audio




Jlor 3BOHKOB
yCTPOWCTBA

C TenedoHa coxpaHsieTcs
« HECKO/IbKO BEPCUIA XKypHasioB

BbISOBOB

BK/IlOUEHbI BXOASLLME,
. McxoasLye v NpPonyLeHHbIe

BbISOBbI

KonnyecTtBo 3BOHKOB
e MPUXOAALLNX C MOBUNBHOTO

TenemoHa

(2 Ve - Infotainment & Vehicle System Forensics

= %

File View Tools

2018 Example
‘ Applications
Content Connections
Devices (6)

<UNKNOWN>, SanDisk

Franks iphone

Franks iphone

Mobile_Device _1_BT
Contacts (170)
Call Logs (23)

Unwired Technology

Unwired Technology

Events (3749)

Media (3)

Device (371)

System Information (12)

Door (361)

Driver Distraction Preventior

Gear Shift (837)

Seat Belt (324)

Power (104)

Odometer (894)

Valet Mode (104)

Reboot (1)

Wheel Traction (2)

Hard Acceleration (7)
——

+

‘ v

Start Time

3/21/2017 4:00:49 PM
3/21/2017 4:09:08 PM
3/21/2017 4:31:34 PM
3/22/2017 8:03:09 AM
3/22/2017 9:01:48 AM
3/22/2017 10:42:19 AM
3/22/2017 10:53:30 AM
3/22/2017 10:57:22 AM
3/22/2017 10:59:20 AM
3/22/2017 11:05:21 AM
3/22/2017 12:59:56 PM
3/22/2017 1:06:37 PM
3/23/2017 7:46:01 AM
3/23/2017 7:59:39 AM
3/23/2017 8:41:04 AM
3/23/2017 9:56:45 AM
3/23/2017 10:16:23 AM
3/23/2017 10:19:05 AM
3/23/2017 10:22:56 AM
3/23/2017 10:25:24 AM
3/23/2017 10:26:32 AM
3/23/2017 10:28:01 AM
3/23/2017 10:33:11 AM

Timestamp Type

Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local

Local

Flags Timestamp Confidence

Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

Medium

Phone Number

+17204940319
417204940319
3035797697
+13035790990
+17198968248
+13035797697
419708461802
+19708461802
+13035797697
+19708461802
419704433359
413035796388
7205307083
+13035790990
9708461802
3035796366
9705773601
16204733664
3035797697
16204733664
419708461802
+19708469878
+19708469878

Contact Name

Marc

Jared Papini

Marc
Dave
Dave
Marc
Dave
Scott W
Judson
Bob
Jared Papini
Dave
Scott

Phil Ball

Marc

Dave

Joann Hanks

Joann Hanks

e Ben LeMere

Call Type

Outgoing
Incoming
Outgoing
Incoming
Incoming
Incoming
Outgoing
Incoming
Incoming
Incoming
Incoming
Incoming
Outgoing
Incoming
Outgoing
Outgoing
Outgoing
Outgoing
Outgoing
Outgoing
Missed

Missed

Outgoing

2 @




Cnncok KoHTaKToB
YcTponcrea

C TenehoHa coxpaHsieTcs
e HECKO/bKO BEPCUiA crnncKa

KOHTaKTOB

3arpysKa noJsiHomn
NH(OPMaLMN O KOHTaKTax

BkntoyeHbl otorpadumn
KaXK[I0ro KOHTaKTa

(2 Ve - Infotainment & Vehicle System Forensics

File View Tools

Content

2018 Example

Applications
Connections
Devices (6)
<UNKNOWN>, SanDisk
Franks iphone
Franks iphone
Mobile_Device _1_BT
Contacts (170)
Call Logs (23)
Unwired Technology
Unwired Technology
Events (3749)
Media (3)
Device (371)
System Information (12)
Door (361)
Driver Distraction Preventior
Gear Shift (837)
Seat Belt (324)
Power (104)
Odometer (894)
Valet Mode (104)
Reboot (1)
Wheel Traction (2)

Hard Acceleration (7)

‘ v

Flags

First Name

My Number
Ackerman Exavating
Amy

Andrew

Atlas

B G Equipment
Bill

Bill

Billy Vinson
Bob

Bob

Bob

Boulder And White Rock Ditch And Reservoir Company

Boulder

Boyd

Brenda

Brooke

Browns Equipment
Centennial Livestock
Century

cheryl

Choice

Planda

Last Name

James Frey

H

Landscape

Juhl

Mulder

White

Papini

v
Hanks

H Fxh92:6

Company Phone

Work Number

(970)214-4892

e Ben LeMere

Home Number

(303)747-2548

3036519075

L S )

Mobile Number

3037755680

7202171655
3038426698

(970) 3529141
7203208147
3039566061
(303) 809-4219
7205307083
3033598284
7205307083

3037767207
7202200137

(970) 3559370
1(307) 322-2525
(970) 482-6207
3034531111
3037751572

107MRT7.2799




SMS coo06LleHNA
YCTPOWCTBA

e BONbLINHCTBO BXOAALWMX SMS
NPy NOAKIYEHUN TeneoHa

e [Horga yacTnyHo
NPUCYCTBYIOT UcxoadaLLme SMS

* /Horpa Bce SMS byayT
3arpy>XeHbl B NamsThb
aBTOMOOUNSA

(Ve - Infotainment & Vehicle System Forensics

File View Tools

Ford
Applications
Content Connections
Devices (2)
SAMSUNG-SM-G900V
Call Logs (67)
SMS (114)
SCH-1535
Contacts (265)
Call Logs (66)
SMS (15)
Events (454)

Navigation

= ]
e 2 0

Name Date/Time Times'  Timestamp Confic To From Body
Compass Alerts Missy 12/18/20142 Local High 40637 @
Compass Alerts Missy 12/18/20142 Local High 40637 You are blessed. Good Night!
Compass Alerts Missy 12/18/20142 Local  High 40637 | figure you may fall asleep with J&J
Compass ALERTS-J C 12/18/20142 Local High 25197 1also just noticed that are arrival tim
Compass ALERTS-J C 12/18/20142 Local High 25197 My Most Precious Tricia: I'm not pos .
Compass JANA 12/18/20142 Local High 41461 1did, she decided to keep it. Someon
Lois 12/18/2014 2 Local High 50753 Really send it to me. That's fine with
Compass Alerts Missy 12/18/20142 Local  High 40637 We are all heading HOME at halftime
Compass Alerts Missy 12/18/20142 Local High 40637 |do love you! @
Compass Alerts Missy 12/18/20142 Local  High 40637 No, he headed home. | asked if he ne
‘ v g v :+3 9 ‘! P Z @ OpenStreetMaps v ﬂ
Fargo
e ‘)ululh
]
[ ]
T Aberdeen S
Watertown "““.’ - Wausau
= Eau Claire
5 o
Brookings o ® Appletor

46.9662991685829, -88.1656308301378

La Crosse

@




[ e0N0KaLUVOHHbIE
[lo3numn

e MecTononoXXeHus,
COXpaHeHHbIe NoJib30BaTesNeM, Kak

«om» n «Odumc»

e [peapblAyWwnii NyHKT Ha3HaYeHus,
BBe/EHbIi N0/Ib30BaTe/IeM

(R iVe - Infotainment & Vehicle System Forensics

File View Tools

Ford

Sync Gen2

Content

Applications
Connections
Devices (2)

Events (454)
Odometer (62)
Gear Shift (144)
Door (109)
Parking Lights (113)
Phone (14)

USB (9)
Reboot (3)

Navigation
Track Logs (110)
Locations (30)
Routes

Velocity Logs (97)

® - =

Name

My Home

4300 Glumack Dr
18956 68th Ave N
407 S Hill St

1517 16th St SW
1406 2nd St SW
7360 GALLAGHER DR
725 Vineland PI

3507 Minnesota Dr

® Holiday Inn-New Ulm

Date/Time

2] =]

® - 9

Fargo

Aberdeen
Watertown

Brookings

46.8435445423348, -88.7495686732186

w

b

Hashing... e ‘ o
Timestamp Type Latitude Longitude Flags Timestamp
utc 44.273120000 -93.775140000 Favorite
uTC 44.882600000 -93.206150000 Favorite
uTC 45.078640000 -93.520420000 Favorite
uTc 44.445770000 -95.778480000 Favorite
uTC 44.002070000 -92.487070000 Favorite
utc 44.021640000 -92.484150000 Favorite
uTC 44.870150000 -93.331560000 Favorite
utc 44.968880000 -93.288930000 Favorite
uTC 44.862240000 -93.324420000 Favorite
utc 44.291880000 -94.439000000 Previous
E @ OpenStreetMaps B
d)lllﬂﬁ
L J
[ ]
Saint Cloud
"‘&‘ Wausau
Eau Claire
[ ] @ Appletor

La Crosse

@.




[e0/10KaLNOHHBIN

| p e Kn O r 63 iVe - Infotainment & Vehicle System Forensics L

File View Tools Osentemere A° @
2018 Example v _—
‘ -
. Applications Name Start Time End Time Timestamp Type Flags Timestamp Confidence Elapsed Time Distance £
M ap L pyT ne p ep'B MWKeHnsa Content Connections Track 0078 3/23/2017 12:50:57 PM 3/23/2017 12:53:40 PM Local Medium 2m43.1s 322ft 0
[ ] Devices (6) Track 0079 3/23/2017 1:0504PM  3/23/2017 1:22:39PM  Local Medium 17m3509s 89mi 3
aBTO M 0 6 I/Iﬂ b H O I-O C e CTBa Events (3749) + Track 0080 3/23/2017 2:25:39 PM  3/23/2017 2:51:28PM  Local Medium 25m 48.6s 548mi 1
p 'D' Navigation Track 0081 3/23/20173:06:16 PM  3/23/2017 3:08:54PM  Local Medium 2m38.12s 02mi 3
ke Loge 72} Track 0082 3/23/2017 3:50:34 PM  3/23/2017 3:50:59 PM  Local Medium 25.065 oimi 1
bocations Track 0083 3/23/2017 408:04PM  3/23/2017 4:4421PM  Local Medium %m171s  19mi 3
Routes Track 0084 3/23/2017 45212 PM  3/23/20175:00:21PM  Local Medium 8mo.1ds  37mi 2
° 3a|'| NCb C NHTEe p BaJ1IOM B M) Track 0085 3/24/2017 6:49:52 AM  3/24/2017 6:52:38 AM  Local Medium 2m4512s  345ft 0
® Track 0086 3/24/2017 1:01:53PM  3/24/2017 2:05:58 PM  Local Medium 1h4m5.11s  475mi 4
O.qHy ce Kprly Track 0087 3/24/20172:20:13PM  3/24/20172:21:25PM  Local Medium 1m1212s  01mi 4
‘ v R s 9N I Z @ OpenStreetMaps v E
Longmant —
+

ity Hugfon

Boulder
Fraser
Arapaho.

National
Forest > - -

Idaho Springs

Vail Siehéme sheriffan

Litffo

Evergree:

39.8461579459125, -106.139970713564

Centannial




CoObITMa ABTOMOOUNA

2 Ve - Infotainment & Vehicle System Forensics

e licnonb3oBaHue ¢haiinos
CUCTEMHOrO XXypHana, KoTopble
3annCbIBAKOT Pa3IMyHbIe COObITUS,
npouncxodsLime BO BCEM
asTomobure.

e [TpuMepbl: aKTUBHOCTb [IBEPEWN,
nepeksyeHne nepenay, peskoe
TOPMOXXeHMe, NPOOYKCOBKa
KOnec, NoKasaHus 04oMeTpa,
TeneOHHbIE 3BOHKMY,

nepesarpyska CUCTembl

File View Tools

2018 Example

DATE & TIME RANGE

Between v
B
and
Apply Date Filter
DATATYPE

System Information
Door

Driver Distraction Preventio
Gear Shift

Track

Seat Belt

Power

Odometer

Valet Mode

Device

Reboot

Wheel Traction
Hard Acceleration
Media

Call Log

Hard Braking

-+ ADD ENTRY D ®

o 0 6 o0 6 0

6:28:45 AM(Local) = W

Power On

6:28:52 AM(Local) = Wed

Device Device Connected

6:28:53 AM(Local) = W
Valet Mode Disabled

6:28:53 AM(Local) = | Ve

Door Closed

6:28:55 AM(Local) = Weds

Gear Shift to Reverse

6:28:55 AM(Local) = Weds

Seat Belt is buckled and/or detection activated

= ]

D Ben LeMere

= B

A

e




CoObITa ABTOMOOUNA

63 iVe - Infotainment & Vehicle System Forensics

File View Tools

2018 Example

. Applications
Content Connections
Devices (6)
Events (3749)

Media (3)

Device (371)

e Tun cobbITUSA: ABEPU

e [loKka3biBaeT BpemA U
MeCTO, Kakas fBepb bblna

OTKPbITa N1 3aKpbIiTa

System Information (12)
Door (361)

Driver Distraction Prevention (7.
Gear Shift (837)

Seat Belt (324)

Power (104)

Odometer (894)

Valet Mode (104)
Reboot (1)

Wheel Traction (2)

Hard Acceleration (7)
Hard Braking (4)

Navigation

‘ -

e Ben LeMere

Date/Time Timestamp Type  Event Identifier Event Type Action Latitude Longitude Flags
3/1/2017 1:23:52PM  Local Driver Door Open  Door Open  NaN NaN
3/1/2017 6:21:34 PM  Local Driver Door Open  Door Open  38.188082000 -85.682788000
3/1/2017 11:22:02PM  Local Driver Door Closed Door Closed 38.188082000 -85.682788000
3/3/2017 10:19:20 AM  Local Driver Door Closed Door Closed 38.188112000 -85.682728000
3/3/2017 10:20:27 AM  Local Driver Door Open  Door Open  38.189697000 -85.682082000
3/3/2017 10:20:52 AM  Local Driver Door Closed Door Closed 38.189699000 -85.682108000
3/10/2017 4:27:02 PM  Local Driver Door Open  Door Open  39.877051000 -104.887961000
3/10/2017 4:27:34 PM  Local Driver Door Closed Door Closed 39.877055000 -104.888003000
3/10/2017 9:24:47 PM  Local Passenger Door O Door Open  38.189699000 -85.682110000
3/10/2017 9:24:51 PM  Local Driver Door Closed Door Closed 38.189699000 -85.682110000
‘ v S ®= oW = Z @ OpenStreetMaps v
. ,,3m =
+
@
Sulphiir  Granby Peak L
mer Sp Area £l
Boulder = schiie
Fraser
— Broggfield =
- =
Arapaho ) BT b
National it
Forest' @ .. 3 J)
- 1daho Sprigs R D'e\rwev Ko —
/
Vail Ierthorme SN Sheridan
> Littketon:
- £v Centennial
39.8461579459125, -106.139970713564

£l
Timestamp Conf

Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

Medium




CoObITa ABTOMOOUNA

63 iVe - Infotainment & Vehicle System Forensics | g’
File View Tools Osentevere A% @
2018 Example ‘ - _—
®
Applications Date/Time Timestamp Type Event Identifier Event Type Action Latitude Longitude Flags Tit
Connections 3/1/2017 1:24:.02PM  Local Gear Shift to Park (0) Gear Shift 1o Park (0) NaN NaN Me
L4 TI/I rl CO 6 bITI/IH . rl e pe Kﬂ I'O l"I e H I/I e Devices (6) 3/1/2017 1:24:.02PM  Local Gear Shift to Parking Gear Shift 1o Parking NaN NaN Me
Events (3749) 3/3/201710:19:20 AM  Local Gear Shift to Drive Gear Shift  to Drive 38188112000 -85.682728000 Me
ne pep'aq Media (3) 3/3/201710:19:20 AM Local Gear Shift to OverDrive (3) Gear Shift  to OverDrive (3) 38.188112000 -85.682728000 Me
Device (37) 3/3/201710:2036 AM  Local GearShift o Neutral (2)  GearShift toNeutral (2)  38.189698000 -85.682104000 Me
System Infi tion (12;
yetemfometon (12) 3/3/201710:20:36 AM Local Gear Shift to Neutral Gear Shift  to Neutral 38.189698000 -85.682104000 M
Door (361
b n O Ka3 bI BaeT, H a KaKyI'O 361 3/3/2017 10:20:36 AM  Local Gear Shift to Reverse (1) Gear Shift  to Reverse (1)  38.189698000 -85.682104000 Me
Driver Distraction Prevention (7:
3/3/2017 10:20:36 AM  Local Gear Shift to Reverse Gear Shift  to Reverse 38.189698000 -85.682104000 Me
nepeaaye Nonib3oBateslb Gear 3 63
3/3/2017 10:20:36 AM  Local Gear Shift to Park (0) Gear Shift  to Park (0) 38.189698000 -85.682104000 Me
Seat Belt (324)
3/3/2017 10:20:36 AM  Local Gear Shift to Parking Gear Shift  to Parking 38.189698000 -85.682104000 Me
NEPEKNIOUNA, a TaKXKE BPEMS pover 100
Odometer (894)
N MECTOMOJIOXKEeHMe. Valet Mode (104) ®° S ® 9 NM @ opensweamaps v Q|
Longgont -
Reboot (1)
+ g
Wheel Traction (2) i L A
Hard Acceleration (7) ik o §
Boulder=. A Lochbilie
Hard Braking (4) i .‘ /
Fraser ! y.
Navigation - Brhi\hmd »
s o
Arapaho ; . L
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Forest @ =
= idatioSprings DENVEr  Aurora = i
A f B
Vail Siverthorne T Stieridan
r | Centennial X
39.8757608551754, -103.951889486682 @ \ @
Coditer adi
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(2 Ve - Infotainment & Vehicle System Forensics

File View Tools

2018 Example

. Applications
Content Connections
Devices (6)
Events (3749)
Media (3)
Device (371)
System Information (12)
Door (361)
Driver Distraction Prevention (7:
Gear Shift (837)
Seat Belt (324)
Power (104)
Odometer (894)
Valet Mode (104)
Reboot (1)
Wheel Traction (2)
Hard Acceleration (7)
Hard Braking (4)
Navigation
Track Logs (72)
Locations
Routes

Velocity Logs (103)

o =

e Ben LeMere

Date/Time Timestamp Type Event Identifier
3/16/2017 10:58:14 AM Local Hard Acceleration: Wheel speed = 16.5 MPH, Accel = 0.38 G's (implied)
3/17/2017 4:56:25PM  Local Hard Acceleration: Wheel speed = 43.3 MPH, Accel = 0.58 G's (implied)
3/17/2017 4:56:25PM  Local Hard Acceleration: Wheel speed = 45.0 MPH, Accel = 0.49 G's (implied)
3/17/2017 5:20:05PM  Local Hard Acceleration: Wheel speed = 9.2 MPH, Accel = 0.41 G's (implied)
3/19/2017 3:32:40 PM  Local Hard Acceleration: Wheel speed = 31.4 MPH, Accel = 0.43 G's (implied)
3/23/2017 12:18:34 PM  Local Hard Acceleration: Wheel speed = 36.1 MPH, Accel = 0.91 G's (implied)
3/24/2017 1:4415PM  Local Hard Acceleration: Wheel speed = 32.9 MPH, Accel = 0.81 G's (implied)
" S © Q9N M [2 @ opensteetaps v
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Event Type

Hard Acceleration
Hard Acceleration
Hard Acceleration
Hard Acceleration
Hard Acceleration
Hard Acceleration

Hard Acceleration

Action

Above 0.35 ¢
Above 0.35 ¢
Above 0.35 C
Above 0.35 C
Above 0.35C
Above 0.35 C

Above 0.35C
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e Tun cobbITUA: pe3koe
TOPMOXKEeHMe

e [loka3biBaeT BpeMs 1 MeCTo
PE3KMX TOPMOXKEHWIA

File View Tools

Content

2018 Example

Applications
Connections
Devices (6)
Events (3749)
Media (3)
Device (371)
System Information (12)

Door (361)

Driver Distraction Prevention (7.

Gear Shift (837)

Seat Belt (324)

Power (104)

Odometer (894)

Valet Mode (104)

Reboot (1)

Wheel Traction (2)

Hard Acceleration (7)

Hard Braking (4)
Navigation

Track Logs (72)

Locations

Routes

Velocity Logs (103)

Date/Time
3/23/2017 6:25:47 AM
3/23/2017 6:25:48 AM

3/23/2017 6:25:48 AM
3/24/2017 1:44:15PM

Timestamp Type

Local
Local
Local

Local

Event Identifier

Hard Braking: Wheel speed = 31.5 MPH, Decel = -0.45 G's (implied)
Hard Braking: Wheel speed = 24.5 MPH, Decel = -0.46 G's (implied)
Hard Braking: Wheel speed = 23.2 MPH, Decel = -0.52 G's (implied)

Hard Braking: Wheel speed = 30.2 MPH, Decel = -0.52 G's (implied)

Vail Silverthérne
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Z ©

Boulder

OpenStreetMaps v
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el i

®
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'
Denver  aurora

Hugion

e Ben LeMere

Event Type

Hard Braking
Hard Braking
Hard Braking
Hard Braking

2 0

Action Latitu

Above-0.45G's 40.13
Above-0.45G's 40.13
Above-0.45G's 40.13

Above-0.45G's 39.69
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6 Ve - Infotainment & Vehicle System Forensics
File View Tools

2018 Example

Applications
Content Connections
Devices (6)
Events (3749)
Navigation
Track Logs (72)
Locations
Routes

Velocity Logs (103)

- =

Date/Time

3/16/2017 10:43:05 AM
3/16/2017 10:43:13 AM
3/16/2017 10:43:13 AM
3/16/2017 10:43:14 AM
3/16/2017 10:43:14 AM
3/16/2017 10:43:20 AM
3/16/2017 10:43:20 AM
3/16/2017 10:43:21 AM

Timestamp Type

Local
Local
Local
Local
Local
Local
Local

Local

Event Identifier

ECU Powered ON / rebooted

Valet Mode disabled

Driver Door Closed

Driver Distraction Prevention Disabled
Seatbelt Reminder is True

Gear Shift to Reverse (1)

Gear Shift to Reverse

Gear Shift to OverDrive (3)

[T AU N

= |3 £

2 0

e Ben LeMere

Event Type Action
Power on

Valet Mode Disabled
Door Closed

Driver Distraction Prevention Disabled
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Seat Belt is buckled and/or detection acti
Gear Shift to Reverse (1)
Gear Shift 1o Reverse
Gear Shift to OverDrive (3)
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